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SECTION A
1. Attempt o/l sraestiens in brief. 0x7=14
|Qoo. | Question CO | Level
'\ 1 Define Information Security and explain two challenges in securing Information | CO-1 | Kl
| | Sysiems. =
| b, _} Describe the need for information security in organizations. CO-1 !
c What is a Firewall and how does it help in network security? CO-2 | Kl
d Define Malware. Mention two types and cxplain one briefly. _ CO-2 | K1
e What is Electronic Commerce? Mention one type of threat associated with it. co-3 | K1
f State the purpose of Security Policies in organizations. co4 | Kl
‘j | Explain the concept of Risk Analysis in [nformation Systems. CO-1 | K1
N e
ol \{ ] % -
SECTION& O N
2. Attempt any three of the following: i\ 07 x }f@
Q no, Quiggis ,Q( | o T [%vel

in securing them.

| b. | Describe Security Threats suc&vimscs worms, Trojan horses, bombs, ‘
traps. Compare their impact.

a. | Explain different types of Information@ysms and analyze inherent difhoulties | coHT K3

¢. | Explain Digita] Signatures and their role in securing Flectramic CO@{Q: CO-3 | K3
| transactions.

d. | Discuss the process of developing Security Policies and th Mmc CO4 | K3
{ organizations. .

¢. | Explain network security measures such as Virtual Pr Networks and | CO-2 [ K3
L_____| Intrusion Detection Systems. _ _"_5 :

SECTION T -

i Attempt any one part of the fullowing"i:'*: . 07x1=97
[Qno
| Qoo | Questidg CO | Level
i & ; Explain Considentiality, Integrity, and~dvailability. D, ) — -
: h]tﬂﬂnﬂﬂon Sccunty e wity. Iiscuss their umportance in | CO-1 | K3
(_b._| Analyze the :hreats to Info \ stems and suggest countermeasures. _{€CO-1|K3

4 Attempt any one part of the following: 07x1=07 ;
AT — Quesiion - [CO T Tevel |
. | Explain data security considerations related to backup, archival storage, and | CO2 | K3
‘o disposal of data. |
! b, | Describe Security Technology such as Firewalls and VPNs, and cxplain how | CO-2 | K3
- they prevent attacks. |
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5. Attempt any one part of the followiag: 07x1=07
“Que. Qm,snm L CO J Level i’
“a. | Fxplam the threats “to Electronic Corr merce systems and how secure | CO-3 | K3 |
i sfymunon svatems can mitipate them o | ;
-, i it flpph(:d.‘-uu dey uumm:m securnty measures in Electronic Cmmncrcc | e. | CO- '3 ‘K3 l
6. Attempt any one part of the following: 07x1=07
Q:1.;:,_1I___ Questio o - ) l CO | Level 1|.
'_r 5 Explain the types of Secunity Policies in or: :JDJZdllOHb such as email, corporate, | L CO-4 ] 1
~_ _and sample policies. o ] [ |_ i
b Xua] vze the policy review and nmuu,afmn Hocess i dl.mtl ' CO-4 | K3 !
7. Attempt any one part ut the followiag: 07x1=07 %
1 an | Qumw ' 1 [ CO 1 chcﬂ*%ﬁ
 a, | Explain the role of physical security and access u}ntml-m securing IT assets. CO-4 \ K3 [N *\‘
b. l Discuss CCTV and backup security . l:asyj es and their importance in | CO-4 \ I(Bk'v’
| [organizational security. B
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