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CRYFTOGRAPHY & I{ETWORK SECURITY

[Time:3 hours] [1VIa xirnu m Marks : I (}(}l

SECTION-A

ll{ote : Attempt all parts. Ail parts carry equal marks. Write

answer of each part in short. (2 x 10:20)

1. (a) Specify tu.o ditferences between proceclural and

obi ect oriented language.

(b) What is a stream ciPher?

(c) What is att authenticated Dittie-Ht-rllman key

agreement?

(d) I)istingurish between an active and passive attack.

(e) What are Message Authentication Codes (MACs)?

(0 wliat requirements should a digital signature

schenre satisfY?

(1)

(Foltowirrg Paper [f] and Roll No. to be filled in yottr
Answer Book)

Roll Na.
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(S) What type of sectrrity goals are used irr

cryptography?

(h) Define SIMINE.

li) What are the requirements for the use of a public

key certificates scheme?

fj) Explain brietly the trry,o dilterent approaches of

Digital Signature?

SECTIO}'-ts

Note: Attempt ar:y f,r.v-e questions fiom this section.

( 1 0'r 5:50)

2. What are the propelties of modular arithmetic

operatiop'l What are the' requirements of Message

Authentication code (MAC)'] List and explain them.

3. h,ncrypt the message "T'FIIS IS AN EXtsRClSE" using

Playfair Cipher witlr Ke,v:DOLLARS.

4. What is Kerberos? I)iscuss Kertreros version 4 in

detail'/

5. Define the f-hinese renlainder theorctn? Find the values

of x for the follorving sets of congluence using the

Clhinese remainder theorem.

X:2 mod 7 and X:3 mod 9

6. What are the securities of RSA? Perform encryption

and decryption using RSA algorithrn for

F:17, q-l I , o:7, tn:88.
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7. whar is the principle of public-key cryptosystems.
Discuss the applications for public-key cryptosystems.

8. what are the properties of modular arithmetic
operation?

g. Define $oup fietd and finite fierd of the rbrm GF(p).

SECTION-C

Note: Attempt any hvo questions from this section.

( 1 5 x2_30)

10. Find the values ofx forthe following sets ofCongruence
using the Chinese remainder theorenr.

X:2 (mod 3)

X: I (rnod 4)

X-3 qmod 5)

11. Explain RSA algorithm. perform encryption and
decryption using RSA algorithm for p- I I , Q= I 3, e=7 ,
rn-9.

,2. Draw block diagram of DES encryprion. AIso discuss
the strsngths of DES.
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