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Note : 'Attempt all Sectio
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Attempt all questio
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s. ff required any missingdata; then

CTION.A

s in brief. (10x2:20)1.

a) What are the

b) Explain field

ifferent securily attacks

ith example

c) What is messa e authentication code

d) Explain Intrus on detection.

e) Differentiate een virus and firewalls

0 Explainemail curity

g) Differentiate

h) What are the

een public key and private key

ifferent security mechani sm

i) What is Ker OS

j) What is IP sec

(Following Paper II) nd RolI Nlo. to be filled in your
wer Books)
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2.

ON.B

Attempt any three o the followirg i

a) i) Whatisld I Block Cipher

NIT:7OI

(3 * 10:30)

annon Principle of confusion and

Explain Chine remainder theorem with example

c use of Message authentication
e diagrams.

ExplainDiffie -

What are the d
Firewall

ellman key Exchange

fferent security threats. What is

SE ION-C

Attempt any one pa of the following : (lx 1 0:10)

diagram.a) ExplainDESwi

b) Explain difn t block cipher mode of operation

Attempt any one pa

a) State and prove

of the following: (1x10:10)

b) ExplainRSA

uler theorem.

gexample

Attempt any one pa of the following : (1 x I 0:10)

a) Writetheobj e ofHMAC. Describe the HMAC
algorithm.

b) ExplainElgam

b)

c)

d)

e)

ii) Eiplain S

Diffusion

Discuss the bas

code with suitab

3.

4.

-!.
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Digital signature scheme.
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6.

7.

Attempt any one p

I{IT!701

of the following: (1x10:10)

a) ExplainPGP dSAyIIME

n detail.

rt of the following : (1x l$-10)

format. What is anti replay service.

b) Discuss Secur Electronic Transaction (SET)

b) ExplainX.509

Attempt any one p

a) Explainthe ES
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