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PAPER ID-311524
Roll No:
BTECH
(SEM III) THEORY EXAMINATION 2024-25
CYBER SECURITY
TIME: 3 HRS M.MARKS: 70

Note: Attempt all Sections. In case of any missing data; choose suitably.

SECTION A

1. Attempt all questions in brief. 2x07=14

Q no. Question CO | Level

a. | YR&MSIR TMo-adr H 7 0ERe col | Kl
What is the difference between security and privacy?

b | T RET T T AT {1 Col | Kl
What is meant by "information security"?

c. | WIgSR P P & FTGH co2 |Kl
What is the scope of cyber law?

d. | ST MUHIGAT BT Hegwd T g0 co2 [ K1
What is the importance of data privacy?

e. | R BT URHINT HLSR TH TR IGTGRUT < | CO3 | Kl
Define "phishing" and give a common example,

f. 0 RIS T 9% Bt Har T gl 8 CO4 |KI
What is the "chain of custody" in forensics?

g | PIORESCIR Ude ¥ RO B0 CO5 [ KI
What is the difference between copyright and patent?

SECTION B

2. Attempt any three of the following: 07x3=21

Q no. Question CO | Level

a. | UIIER0 RO UISeR gHAIE! Aol Al §-1d 62 SU9 ]MHd @rong Col | K2

P RS s |

Explain how criminals plan cyberattacks, including the steps involved.

b. | U NG B T AT UBR DI YREM il aF] dHeel g2 | CO2 | K2

Explain the different types of security policies that an organization
should implement

c. | DoS 3R DDoS gHd Il BT Hd 88k I TMIfdd HId g2 | CO3 | K2

Explain how DoS and DDoS -attacks work and their potential
consequences.

d. fSfored o RR¥% smE (Digital Forensic Investigation) T gy 9% | CO4 | K2
1 D! Pl Hgad HSIY|

Explain the importance of the chain of custody in digital forensics
investigations.

e. | fordil Qe O QAT YRafm Aifd &t raRddhdr RNEld g CO5 | K2

Explain the need for an Information Security Policy in an organization
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3. Attempt any one part of the following: 07x1=07
Q no. Question CcoO Level
a. | R0 WIDUGRISTANTG SHaTd d I @ I B aR -aRmde-] | COl | K2
BBV |
Describe the various social engineering techniques used by
cybercriminals. .
b. §I|€3|€$IFII$§RDWD3?IT3WW&HWWI CO1 | K2
Explain the impact of botnets on cybercrime and online security.
4. Attempt any one part of the following: 07x1=07
Q no. Question CcoO Level

a. | JEfipag A SRB BN BR-H TR dib | | CO2 | K2

Discuss the challenges in enforcing cyber laws in a globalized world.

b. | feRecagmaigsanen teRBHsaTHg ]| CO2 | K2

Explain the importance of intellectual property rights in the digital age.
5. Attempt any one part of the following: 07x1=07

Q no. Question CO ¢ Level

a. THISNIRUAIR TRV UTh o [TT8 TN Teh ST aTa A e Tau-dbe | | CO3{ K2

Describe the methods used to exploit buffer overflows.
Q=2 RN N N N

b, | WSRO WIOHYTRIHERSRIAAHBRATIIS USRI (Anonymizers). | €03 | K2

HITINTH A |

Explain the use of proxy servers and anonymizers in cybercrime;

6. Attempt any one part of the following: 07x1=07
Q no. Question CcoO Level
a. | fefocan RRepoliaTash o A TR NS aad | CO4 | K2

Explain the different stages of the digital forensics life’cycle.

b. | dedh0 RRIGHATITINTS SHaTediaTEpTaoiess | CO4 | K2
Describe the methods used for network forensics.

7. Attempt any one part of the following: 07x1=07
Q no. Question CcoO Level

a. | UHHISPIbIAINAYDH R IS SRYR & AR Y7 CO5 | K2

Explain the different types of cyber security policies that organizations
should implement.

b. | TR ATIHHERYRE AP ADRITHRAIRATHRADIIHABIH | COS | K2
£y

Describe the process of developing and implementing a comprehensive
cyber security policy.
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